MNHOBPHAYKN POCCUA
®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLETO OBPA30OBAHUS
«BOPOHEXCKNUN TOCYOAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAIO
hekaH (hakynbTeTa npuknagHon
MaTeMaTUuKu, VIH(bOpMaTI/IKI/I
N MexaHuKun
AWN. lWawknH
£~ 27.04.2022
NMPOIrPAMMA NMPAKTUKUA
52.0.04(H) Npou3BoacTBeHHas NpakTUKa, Hay4HoO-UuccnegoBaresibcKas
paboTta

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 Gu3Hec-npoLLeccos

6. CoctaButenu nporpammbi: CadoHoB Butanun BnagummpoBuy, K.T.H., AOLEHT Kadeapbl

ERP-cucTtem 1 busHec-npoueccos

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekoMeHgoBaHa: Hay4yHO-MeToAMYECKMM COBETOM ddakyrnbTeTa NPUKNagHON MaTeMaTUKK,
MHAOPMATUKN U MexaHuKkn 27.04.2022 r., npoTokon Ne5
(HaumeHogaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2026/2027 CewmecTp(bl): 9




9.Lllenb npakTuku:
— NoAroToBKa CTyAeHTa K peLUeHuo 3a4ad, OTHOCALUMXCS K pasnuyHbiM npobrnemam

KOMMneKkcHoro obecnevyeHns NHPopMaLNOHHON 6e30MacHOCTH, a TakkKe K peLleHNo OTAEeNbHbIX
dyHOameHTanbHbIX NpobrieM, CBA3aHHbIX C KOMMbIOTEPHON 6e30NacHOCTLIO;

— yrnybneHue n 3akpenneHve TeopeTUYeCKUX 3HaHUKN, MONyYEeHHbIX CTyAeHTaMu npu
n3yvyeHnn obenpodeccmoHanbHbIX 1 cneumanbHbIX AUCUUMIIVH;

— npuobpeTeHne 1 COBEPLUEHCTBOBAHWE CTyAeHTaMu NpodecCroHanbHbIX HABbLIKOB U
YMEHUI, 3aKpennsaoLwmnx nony4eHHble TeopeTuyeckne 3HaHus;

— pasBuTHE Yy CTYOEHTOB MHTepeca K Hay4YHo-uccrnegoBaTenbckon paboTe, npusutue
UM HaBbIKOB NPOBEAEHNSA NCCef0BaHUN,

— npoBefeHWe uccrnefoBaHWA, HEMNOCPEeACTBEHHO  CBSA3@HHbIX C  BbIMYCKHON
kBanuMdukaunoHHon paboton (BKP).

3apauv nNpakTUKK:
OcHoBHOWM 3agaven Hay4HO-uccrnegoBaTenbCKon paboThl sBNsieTcss npuobpeTeHne onbiTa B
nccnenoBaHMM akTyanbHOW Hay4yHOM Npobnembl, a Takke noabop Heob6XxoaMMbIX MaTepuanoB
AN BbINOSTHEHMS BbINYCKHOW KBanugukaunoHHon paboTbl.
Bo Bpemsa Hay4yHOo-nccnegoBaTenbCKOM NPaKTUKKA CTYOEHT OOITKEH:
u3yqums:
—  WH(OPMaLUNOHHbIE NCTOYHMKN MO pa3pabaTbiBaeMon TeMe C Leribio UX UCMNOoNb30BaHUSA
NpW BbINONTHEHMM BbINYCKHOWM KBanndukaunoHHon paboTbl;
— MeToAbl MOAENMPOBaHMSA U UCCNefoBaHNSA BONPOCOB MHpOpMaLNoHHOM 6e3onacHoCTy;
— MeToAbl aHanu3a u o6paboTKM OaHHbIX, ABMASKOWUXCA BXOAHbIMW ANs NPOBeAEHUS
Hay4HOro UccrnegoBaHus;
— WH(OPMAUNOHHbIE  TEXHOMOrMKM, MNPUMEHsIeMble B Hay4HbIX  UCCNegoBaHUSX,
nporpamMMHble NPOoaYyKTbl, OTHOCALLMECS K NpodeccnoHanLHon cqepe;
— TpeboBaHMs K OPOPMIEHUIO HAYYHO-TEXHUYECKON JOKYMEHTaLNW;
8bIMNOIHUMb!
— aHanus, cuctematmsaumio n obobLieHre nHpopmaumm No TeMe UCCrneaoBaHun;
— CpaBHeHWe pe3ynbTaToOB WccrneaoBaHust obObekTa pa3paboTkm C OTeYeCTBEHHbIMU U
3apybexHbIMKn aHanoramu;
— aHanua Hay4Hou M NPakTU4YEeCKOM 3HAYMMOCTN NPOBOANMbBIX UCCNEeSOBaHNN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amesnbHas Yacmb b6r1oka 62.

Linkn (pasgen) OOIMM: B2 | koa aucumnnudel B YI: 52.6.02(H)

Ne | Kop | HaumeHoBaHue

Ons yCcnewHOoro npoxoxaneHua yqe6H0|7| NPaKTUKn o6yqarou.|,v|ec;| MCNONb3YKOT 3HAHUA, YMEHUA, C(*)OpMI/IpOBaHHbIe
B Xo4e n3yvyeHuda gucuumniuH

1 B1.0.28 MeToabl onTuMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmUpoBaHme

3 | 61.0.37 MeTogbl nporpaMmMmpoBaHus

4 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHbBIX CUCTEM

5 B1.0.42 OCHOBbI NOCTPOEHUSN 3aLUULLEHHBIX KOMMBbIOTEPHBLIX CETEN

6 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3awnTa nporpaMmm U gaHHbIX

8 B1.0.51 3almra uHopmaumm OT YTEYKM N0 TEXHUHECKMM KaHanam

9 | b1.B.04 Teopus 1 MeTOAbI COLMANbHOM NHXEHEPUU B MHGOPMALIMOHHOW 6e30nacHOCTM
10 | 61.B.08 PaspaboTka 6e3onacHoro nporpaMmHoro obecnevyeHums

11 | B1.B.12 Knbepbe3onacHOCTb KPUTUYECKNX CUCTEM N MHAPACTPYKTYP

12 | 61.0.56.03 PaspaboTka npuknagHoro nporpaMmMHoro obecneyeHnst Anst KOMNbITEPHbIX CUCTEM




13 | 61.0.56.05 CoBpeMeHHble NpobnemMbl MHOPMaLMOHHOM 6e30MacHOCTU

14 | oTO.01 AHanua gaHHbIX KOMMNbIOTEPHBIX CUCTEM U CETEN

OvcumnnuHel W NpakTWKK, AOfs  KOTOPbIX OCBOEHME [AaHHOW AucuuniuHbl  (Mogyns) Heobxogumo  Kak
npeglwecTeyoLlee

15 | B2.0.03(MNA) [MpounsBoAcTBEHHAsA NpakTuKa, NpegannioMHas

16 | 62.0.05(1) [MponsBoAcTBEHHas NpakTuKa, MPOEKTHO-3KCNyaTaLnoHHas

17 | B3.01(0) lMoaroToBKa K Npoueaype 3auThl 1 3almTa BbiMYCKHON KBanMduKaLuMoHHON paboTbl

18 | oTA.02 TecTnpoBaHme Ha NPOHUKHOBEHMWE

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npoussoodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactuyHo B chopme npaktndeckon nogrotosku (IMM1).

MNpoun3BoAcTBEHHAs MpakTka NPOBOAUTCH B CTPYKTYPHbIX nogpasgeneHusx yHuBepcuteTa v B
opraHu3aumsax Ha OCHOBe [JOrOBOPOB, 3aKIToyaeMbIX Mexay YHUBEepCUTETOM U OpraHu3aLmsamu,
AEeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfieHHOCTW peanusyemon obpasoBaTeribHOM
nporpamMmbl Mo COOTBETCTBYIOLLIEMY NPOPUIIO.

12. NMnaHnpyemble pe3ynbTaTbl OGYUYEeHUs1 NPU NPOXOXKAEHUU NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIaHUPYEeMbIMU pe3yrnbTaTaMuM OCBOeHUsi o6pa3oBaTeribHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHOUKATOPaMU UX OOCTUXKEHUNA:

Kon HaseaHue Koga(bl) WHpmnkaTtop(bl) MnaHnpyemble pesynbTaTbl 00y4eHus
KoOMneTeHunn

OfIK- | CnocobeH OliK-4.1.1 3HaeT OCHOBHblE Yrpo3bl | 3HaTb:

4.1. op2aHu308bieamb 6e3onacHocTM — OCHOBHble yrposbl 6esonacHocTu uWHpOpPMauum w
3awumy uHgopmMayuu 8 MHMOPMaLMM U MOLENWU | MOAENU HAPYLUUTENS B KOMMbIOTEPHBIX CUCTEMAX U CETSX;
KOMI1bIOMEepPHbIX HapyLuurens B — COBpPEeMeHHbIe MEeTO/bl, CPEACTBa U Mepbl Mo 3aliute
cucmemax u cemsx (I'IO KOMMNbKOTEPHbIX CUCTEMAX I/IHCbOpMaLl,I/II/I B KOMIMbIOTEPHbIX CUCTEMAX U CETAX.
obnacmsv N ceTsx;

NPUMEHEHUSsT) OriK-4.1.2 3HaeT COBpPEMEHHbIE | YMeThb:

MeToAbl,  cpeactea M — ucrnonb3oBaTb A3bIKN 7 cuUcTembl
mepbl no 3almTe | mporpaMMUPOBAaHMWS,, WHCTPYMEHTanbHble CcpefcTtsa npu
MHdopmaLm B | obecneyeHnn 3awuTbl MHPOPMALUUM B KOMMbIOTEPHBIX
KOMMNbIOTEPHBIX CUCTEMAX | cucTemMax Mpu pelleHnM pasnuyHbiX MpodeccMoHanbHbIX,
n ceTax; nccnenoBaTenbCkUX Y NPUKNaaHbIX 3aaay.

OflK-4.1.3 cnocobeH Kcnonb3oBaTh
A3bIKU n cuctemMbl | Bnapets:
nporpamMmmnpoBaHns, — HaBblKaMM WCMOMb30BAHWA SA3BIKOB U CUCTEM
MHCTPYMEHTAalTbHbIE NPOrpamMMMUPOBAHNS,  WHCTPYMEHTaNbHbIX CPeacTs  npu
cpencTsa NPV | oBecnieuern  3alumTbl MHAOPMALMM B KOMMLIOTEPHBIX
obecneueHmn  3aWMTHI | G cremax MU peLLeHMM PasnUUHbIX NPOECCHOHAMbBHBIX,
nHcpopmaLmm B | uccnenoBaTenbckux M NPUKNaaHbIX 3aaad.
KOMMBIOTEPHBIX CUCTEMax
npy peLleHnn pasnuyHbIX
npodeccroHarbHbIX,
uccnenoBaTenbCkux "
npvKknagHbIx 3agad

OfIK- | CnocobeH OflK-4.2.2 3HaeT Ha3HayeHve W | 3HaTb:

4.2. aHanusuposams OCHOBHbIE 3agjaun — HazHayeHWe M OCHOBHble  3ajauu  ayauTa,
3awuWeHHoCcMms, ayauTa, MOHMTOPMHIA M | MOHWTOPUHIA WM KOHTPOSIbHLIX NPOBEPOK (DYHKLIMOHUPOBAHMSI
nposodums KOHTPOMbHbLIX ~ MPOBEPOK | 1 3alMLLEHHOCTM KOMMBIOTEPHBIX CUCTEM U CETElA.
MOHUMopuHe, aydum u hYHKLMOHMPOBaHMSA "

KOHMPOJIbHbIE 3aLUMLLEHHOCTH
nposepku KOMMBIOTEPHBLIX CUCTEM U
pabomocrnocobHocmu u ceTen

3awuweHHocmu

KOMIbHOMEPHbIX

cucmem u cemel (no

obnacmsam

NPUMEHEHUSsT)




OfIK- | CnocobeH OflK-4.3.1 3HaeT meToabl no | 3HaTtb:

4.3. paspabamsieamsb u obecneyeHuto — HasHayeHve meToabl no obecneyeHunto
aHanusuposams MHdOPMaLMOHHON MHOPMaLUMoHHOM 6e30NacHOCTU KOMMbIOTEPHBIX CUCTEM U
KOPPeKmHocmb 6esonacHocTm ceTeli C UCMonb3oBaHMEM NONUTUK Ge3omnacHoCTH;
nonumuku KOMMbIOTEPHBIX CUCTEM U — HOpMaTMBHO-MpPaBOBbIE N METOANYECKMNE JOKYMEHTbI B
UHGbOpMaUUOHHOL CeTel G CMoMnb3oBaHNeM | o6nacTyt paspaGoTKi MOMUTUK GE30MaCHOCTY KOMMLIOTEPHBIX
6e3sonacHocmu nonmTuk 6esonacHocTy; CcUCTEM U ceTel.

KOMIbOMEPHbIX OriK-4.3.2 3HaeT HOpMaTUBHO-
cucmeMm u cemel (no npasoBble n | YmeTtb:
obnacmsm MeToAneckne —pa3pabaTbliBaTb  opMarbHble  MOAENM  MOMWUTHK
NPUMEHEHUS) AOKyMEHTbI B 0BNacT | GesonachocTn M MOMWTUKM  yMpaBneHus  [OCTYMOM,
paspaboTkm NOMMTUK | hopmmpoBaTh MONMTUKY MHAPOPMALIMOHHOI GesonacHocTy,
besonacHocty aHanuaMpoBaTb €€ KOPPEKTHOCTb, OpraHW30BbIBaTb W
KOMMBIOTEPHBIX CUCTEM W | nonnepxuBaTh  BLINMOMHEHME  KOMMNEKCa  Mep Mo
ceren, obecreyeHunto MHOPMALIMOHHOM 6e3onacHoCTy
OflK-4.3.3 cnocoGeH KOMIMbIOTEPHBIX CUCTEM U CETEN.
pa3pabaTbiBaTb
chopmanbHole MOAENH —NPUMEHSITb  MPOrpaMMHbIE  CPeacTBa  MPUKNAagHoro,
HOANUTUK GesonacHocTy 1 | CYICTEMHOTO 1 ChieunansHOro HasHadeHns npu pa3paboTke u
MOMMTMKM  ynpaBneHus aHanuae nonuTUKM MHAOPMaLIMOHHON 6e3onacHoOCTL.
goctynom, ¢opMupoBaTtb .
NOSIMTUKY Brapete:
MH(OPMALIMOHHOIA —HaBblkamy  ynpaBfeHus  MpoLEeccoM  peanuaaumu
Ge3onacHocTy, NONMUTUKN MHAOPMALMOHHOW 6e30nacHOCTM KOMMbIOTEPHBIX
aHanuaupoBaThb ee | cuCTeM U ceTel, opraHu3aumy 1 NoAAepPXKaHusi BbINOMHEHUS
KOPPEKTHOCTb, Komnnekca Mep no obecneyeHnio  UHOPMaLMOHHOM
OpraHun3oBbIBaTb n | 6e30MacHOCTM BbIYNCIIUTENBHBIX CUCTEM.
noaaepXxvBaTb
BbINOINIHEHNE  KOMMMeKca
mMep no obecneyeHnto
MHOPMaLMOHHOM
6esonacHocTn
KOMMbIOTEPHBIX CUCTEM U
ceten;
OflK-4.3.4 Bnageet HaBblkamu
ynpaBneHus npoLeccom
peanusauMm  NONUTUKK
MHAOPMaLMOHHON
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM U
ceTen, opraHu3aumm u
noaaepXaHust
BbINOMHEHUA  KOMMeKca
mMep no obecneyeHnto
MHOPMaLMOHHOMN
6e3onacHocTn
BbIYNCIIUTENbHbBIX
cuctem;
OlK-4.3.5 cnocobeH NPUMEHSTb
nporpaMMHble  CpeacTBa
npuKnagHoro,
CUCTEMHOTO n
cneumanbHoOro
Ha3HayeHusi npu
pa3paboTke W aHanuse
NONTUKN
MHGOPMaLMOHHOM
6e3onacHocTy;
MK-1. CrnocobeH nposodums | [1K-1.3; ucronb3yeT  MpUHUMNGbI | YMeETb:
aHanu3 mpebosaHull u KOMMMEKCHON pa3paboTkm —  MCMonb30BaTb MPUHLMMbLI KOMMMEKCHOM pa3paboTku
8bIMoIHAMbL paboma! Mo npasun, npoueayp, | npaewn, npoueayp, NPUEMOB U METOAOB, MpW CO34aHUM

IPOEeKMUPOBaHUI0
npozpaMMHbIX u
annapambix
KOMIMOHeHmM  cucmemabl
6e3onacHocmu
KOMIMbIOMEPHbIX
cucmem u cemel, 8
mom qucne c

ucrosib3ogaHuem

NpueMoB U MeTodoB, Npu
co3faaHum cpeacTs
3aWmMTbl MHopmauuu, B
TOM yucne c
MCMOMNb30BaHNEM
COBPEMEHHbIX METOLOB U
cpeacTts pa3paboTku
nporpaMMHoOro
obecneyeHus;

cpeacTB  3almMThbl  MHGOpMauuMM, B TOM  uucrne C
MCMOMNb30BaHWEM  COBPEMEHHbIX METOAOB U CpeacTs
pa3paboTku NporpaMMHOro obecneyeHust.
Bnapgetb:

— HaBblkaMW  MPOBEAEHWSI  OLEHKM  COOTBETCTBUS
MEexaHM3MOB  6e30MacHOCTM  KOMMbHTEPHOW  CUCTEMbI

TpeGOBaHMHM HOPpMaTMBHbIX [OKYMEHTOB, a TaKkKe WX




co8peMeHHbIX Memooos
u cpedcms 3auwjumsl
UHghopmayuu

MK-1.4

npoBoanT
COOTBETCTBUS
MEXaHN3MOB
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMbI
TpeboBaHusM
HOPMaTUBHbIX
OOKYMEHTOB, a Takke MuX
KOPPEKTHOCTM
CYLLECTBYIOLLUM pUCKaM;

OLIEHKY

KOPPEKTHOCTU CyLLEeCTBYHOLLXAM pUCKaM.

TK-2. CrocobeH npuHumame npumeHsieT YmeTs:
y4yacmue 8 sKkcriepmu3se a(pheKkTMBHbIE MEeTOAbI U — NpUMeHATb  3PeKTUBHbIE MeToabl W CpeacTBa
u _aHanuse | oo cpeactsa MNNaHUMPOBaHUSA | MNaHMPOBaHWS WM OpraHuM3auuuM  UCCnegoBaHuii U1
ysasgsumocmell, yepos u " opraHu3aumm | pa3paboTKu.
UHYudeHmos nccnegoBaHui "
UHopMayuUoHHOU pa3paboTku; Bnagetb:
besonacHocmu 8 cnocobeH npoBoANTb — HaBblkaMW MNPOBEAEHWS  aHanM3a  KOMMbITEPHbIX
KOMIMbIOMEPHbIX aHanu3  KOMMbIOTEPHbIX | CUCTEM C Lernbil OMpeaeneHnsi YPOoBHS 3alUULLEHHOCTU ©
cucmemax u cemsx cucTtem c Luenblo | goBepusi ¢ nocregyowmm obobleHnem u  obpaboTkon
onpeneneHus YPOBHS | uHdOpMaummn, NONy4YeHHOW B XO4e UccrnegoBaHui;
3aWMLEHHOCTH n — HaBblkamMu nposeneHust TeopeTn4ecKkoro "
MK-2.2 AOBEpUA C NOCNEAyLWNM | npuknagHOro  UccrnegoBaHWs  YpPOBHEW  3alUULLEHHOCTU
0606LeHrem U | KOMMbIOTEPHBLIX CUCTEM W CeTell.
obpaboTkoi
MHpopMaumu,
nony4YeHHon B Xxode
ncecnegoBaHum;
NpoBOANT TEOPETUYECKNE
" npuknagHoe
K25 uccnegoBaHue  ypoBHEN
3aLMLLEHHOCTMN
KOMMbIOTEPHBIX CUCTEM U
ceten;
lK-3. CriocobeH crnocobeH npoBoAuTb | YMETb:
y4yacmesosamsb 8 aHanm3 n — yyacTBOBaTb B MPOEKTUPOBAHUWM CUCTEMbI 3aluUThbI
pabomax no dopmanusaumio MHdopMauum " nogcuctem MHOPMALIMOHHOW
MPOeKMUPOBaHUIo l1K-3.4; NnocTaBneHHbIX 3adavy B | 6e30nacHOCTU KOMMbIOTEPHOW CUCTEMBI.
cucmem 3auumsl obnactn  6e3onacHocTn
UHopmayuu 8 KOMMNbIOTEPHBIX CMCTEM U | BnapeTs:
KOMIbOMepHbIX ceten, — HaBblkaMW NpOBEAEHVsI aHanu3a W dopmanusaumn
cucmemax u cemsx npu BbIMOSHAET NPOBEpKY | nocTaBneHHbIXx 3agjay B obrnactm  GesonacHocTu
peweHuu yCTOWYMBOCTHU KOMMbIOTEPHbBIX CUCTEM U CETEN;
POgEeCcCUOHarbHbIX, MPUINOXEHWI K BHELLHeMY — HaBblkaMy  NPOBEAEHWUsI  MPOBEPKM  YCTOMYMBOCTM
uccriedosamernsCckux U HECaHKUMOHMPOBAHHOMY NPUIOXEHUI K BHELLUHEMY HECaHKLMOHUPOBAHHOMY OOCTYMY,
npuknadHbix 3adaq Aoctyny, B TOM 4uCM€ | B TOM 4Yucrlie MPOBEPKM YCTOMYMBOCTU BeO-NpUNOXEHUn K
npoBepka YCTOWYMBOCTM | aTakam, NpUMEHEeHWe CPeACTB KOHTpons 6es3onacHocTy,
Be6-NpUNoXeHnn K | ynpaBneHue KpuntorpadpuyeckMumm cpeactBamy, a Takke
arakawm, NPUMEHEHNE |  opraHusauus MeponpuaTuit no obecneyeHuno
lK-3.5 cpeacTs KOHTpOnA | knbepbesonacHocTy;
BesonacHocTh, — HaBblkaMW y4yacTusi B MPOEKTUPOBAHUM CUCTEMbI
ynpasnexue 3aWnThl  MHOPMaLMM U MOACUCTEM  MHPOPMAaLMOHHOM
KpunTorpaduieckumu 6e30nacHOCTN KOMMbIOTEPHON CUCTEMBI.
cpeactBamn, a  Takke
opraHusauus
MeponpuATUiA no
obecneyeHno
kmbepbesonacHocTy;
crnocobeH yyacTtBoBaTb B
NPOEKTUPOBaHUU
cuCTEMBI 3aWuThbI
[1K-3.6 nHdopmauum "
nogcuctem
MHGOPMaLMOHHOM
6esonacHocTn

KOMI'Ib}OTepHOVI CUCTEMDI,

13. O6bemM NpakTUKM B 3a4€THbIX eguHULAX / aK. vac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —

8/288.

dopma NpoOMeEXYTOHYHOM aTTeCTaLMmn 3a4Yem C OUEHKOU.

14. TpyAoeMKOCTb NO Buaam y4ebHom paboTbl

Bug yuebHowm paboTbl

TpyaoemMKoCTb




Bcero sl;lo cemecTpam
y. 9., B hopme
rnri
Bcero yacos 288 288 203
B TOM yumcre:
KoHTakTHasa paborta (Bkntoyas HAC) 4 4 4
CamocTosiTensHasa pabota 284 284 199
Wtoro: 288 288 203

15. CopepxaHue npaktuku (unu HAP)

n/n O6bem yyebHon paboThl, 4
Pasgenbl (aTanbi) Bubl yueBHOI paBoTb KoHTakTHble | CamocTtodAT
NPaKTUKK yaceol enbHas
paboTta
1. | OpeaHu3ayuoHHo- npoBegeHMe  cobpaHusi MO OpraHusauMn  NpaKkTUKK;
noGzomosumeribHbIl | YCTaHOBOYHbLIN WUHCTPYKTaX MO 3agayam, cpokam 1 TpeGyemMon
amarn OTYETHOCTM; MHCTPYKTaX MO TexHUke GesonacHocTu paGoTbl;
dopmMynMpoBKa 3agady Ond peleHws B Xode MPaKTWKu; 1 24
NnoAroToBKa OOKYMEHTOB, NoATBEPXKAALLMX dakT
HanpasneHna Ha NPaKTUKY; nony4vyeHue 3agaHungd oT
pyKoBoauTend npakTtukn; Nnpon3BoACTBEHHbLIN MHCTPYKTAX.
2. Hayy4Ho- BbIOOP TeMbl UccnenoBaHus; onpegeneHme npobnemel,
uccriedosameribCcku | 0bbekTa U NpegmeTa uccrnenoBaHus; hopmynmpoBaHue
U aman uenu M 3agad uccrefoBaHWUS; TeOpeTUYecKUin aHanus
nuTepaTtypbl U uccnegoBaHui no npobneme, nogbop
HeOOXOAMMbIX WCTOYHMKOB MO Teme (naTeHTHble 2 200
mMaTepwuansl, Hay4Hble OoT4eThI, TexHuyeckas
OOKyMeHTaumMs w Ap.); cocTaBneHue Oubnvorpaduu;
dhopmynupoBaHue paboyen rmnoTessbl.
3. OgbopmneHue onucaHne NpoAeriaHHon paboTbl C CaMOOLIEHKOW pe3yrbTaToB
omuyéma rno umoeaam BbinonHenns  HWP;  cdopmynupoBaHne  BbIBOOOB U 1 60
rnpakmuku npeanoXxeHunn no opranmsaumm HAP.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBLIX Ans
NPOXOXAEHUSA NPaKTUKKU (CrIUCOoK numepamypbl oghopmissemcss 8 coomeememauu ¢ mpebosaHusmMu
IOCT u ucrnionb3yemcs obwiasi ckeo3Hast Hymepauus 05151 ecex audo8 UCMOYHUKO8)

a) OCHOBHag nuTepaTtypa:

Ne n/n

McToYHMK

1.

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosaHumn / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

2.

HoeukoB A.M., HoeukoB [1.A. MeTogonorusa Hay4yHoro uccnegoBanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e30nacHOCTb M 3awmTa
nHpopmaumun. - M.: Akagemus, 2007. — 330 c.

6

OcHoBbI ynpaBneHust HpopMaumnoHHON 6e3onacHOCTLI: [y4ebHoe nocobue ans CTyaAeHTOB
BY30B, 00y4aroLLMXCSA NO HanpaBfieHNAM NOArOTOBKM (CNeunanbHOCTSIM) YKPYMHEHHOW rpynnbl
cneymanbHocTen 090000 - "MHpopm. 6esonacHocTh"] / A.l. Kypuno [ gp.]. — 2-e n3a., nenp. —
Mockea: lNopsyvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocbl ynpaBneHus
nHdopmaLmMoHHoM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-

Kpakosckun, KO.M. NHdopmaumoHHasa 6e3onacHoCTb 1 3awmta nHcopmauum: ydebHoe nocobue
Ans ctya. obyy. no cneumanbHocTn «HOpMaUNOHHBIE CUCTEMBI U TEXHONOMMU» OHEB. N 3a0M.
dopm obyyeHus / KO.M. Kpakosckun. — M.; Poctos H/[ : MapT, 2008 .— 287 c. : un .—

(Y4ebHbIn kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

6. | OnenHuk IM. M. KopnopatueHble MHGHOPMALMOHHbIE CUCTEMBI: AN 6akanaBpoB 1 CNeLManmucToB:



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

y4yebHUK Ansa cTyd. By3oB, o6yd. no Hanpaen. 080800 "lMpuknagHasa nHdopmaTuka (no
obnactam)" u gp. akoH. cney,. — Cl16.: MNutep, 2012. — 176 c.
doctep, Oxermc. 3awmuta ot B3noma: coketbl, akcnnonTsl, shell-koa: / . docTtep, M. Mpaiic ;

7 nep. ¢ aHrn. A. A. CnimHkuHa .— Mocksa : [IMK lNpecc, 2008 .— 784 c. : nn. —

" | (UHdopmaLmoHHaga 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3. lNMpoTtmBocTosHME xakepaM. [owwaroBoe pykoBOACTBO MO KOMMNbIOTEPHbLIM aTakaMm u

8 acppekTnBHOM 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (BawmTa un

" | agmuHnucTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112>.
Fony6, Bnagumnp AnekcaHapoBud. 3awmta OT Bpe4OHOCHOro nporpaMmMHOro obecneveHms:

9. | yuebHoe nocobue ans By3os / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapga, Mawkn. 19 cMepTHbIX FPEXOB, YrpoXarLmx 6e3onacHoCTy nporpamm. Kak He gonyctuTb
TMNNYHBLIX ownbok/ M. Xosapa, [. Nle6nank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:

10. | OMK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1118>.

11 3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

" | O.B. 3anues. — Cl6.: BXB-lMeTtepbypr, 2006. - 304 c.

12. | MpockypwuH B. . 3awumTta nporpamMmm 1 gaHHbix - M.: Akagemus, 2011. — 198 c.
YnpasneHve BHegpeHvemM MHOOPMALMOHHBIX CUCTEM: KypC Nnekuun: y4eb. nocobue ang

13 | CTYAEHTOB By30B, obyuatomxcs no cneynanbHOCTAM B 06nactn nHdopm. TexHonorun / B.U.

" | Tpekyn, I'. H. Oennwerko, H.J1. KopoBkuHa. — M.: UHTepHeT-YH-T nidopM. TexHonorun, 2008.
[SnekTpoHHbIN pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 HOpuH W.1O. TeopeTnyeckue n npakTM4eckme oCHOBbI 3aLuTbl MHGopmauuu. 2012,
" | http://library.sgu.ru/uch_lit/620.pdf.

6) gononHUTENbHasa nNuTepaTtypa:

Ne n/n

NcTo4uHnk

15.

Mypomuesa A. B. UckyccTBo npeseHTaunn. OCHOBHbIE MpaBuia u npakTu4eckue
pekomeHgauun / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KomnbloTepHble TEXHONOMMM B Hay4HbIX UCCReAoBaHNAX: y4ebHo-
mMeToanyeckoe nocodue / B.B. KpyunHuH. — Mocksa: TYCYP (TomMckuin rocyaapCTBEHHbIN
YHUBEPCUTET CUCTEM YNpaBreHusa 1 pagnoanekTpoHukn), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppeeB, I"./. OcHoBbI Hay4HOI paboTbl 1 METOLOMNOMMA ANCCEPTALMOHHOIO nccneaoBanns /
.. Angpees, B.B. bapeuHeHko, B.C. Bepba. — MockBa: ®uHaHChl U cTaTuctuka, 2012. —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctembl n cpeactea nHdopmaTukn: ExxerogHuk / I'n. pea. M.A. Cokonos. — Mocksa: AT
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbI 3akoH OT 27 utons 2006 roga Ne 149-d3 «O6 uHdopmaumm, HHPOPMaLMOHHbIX
TEXHOMOrMaxX 1 o 3awmte nHgopmauumy // CobpaHue 3akoHogatenbctea Poccunckon
depepaumu, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX gaHHbIXY //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepauyun, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451.

21.

FOCT P MCO/M3K 27001-2006 MHdbopMaLmoHHasa TexHonormus. MeTtoapl 1 cpeacrtea
obecneyeHusn 6esonacHocTn. CUCTEMBI MEHEKMEHTA MH(pOPMaLMOHHON 6e30MacHOCTM.
TpeboBaHus. (yTBepXaEH 1M BBeOEH B AenicTBue MNpukasom defepansHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio n metponorum ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpuka3 ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHuMi 0 3awwmTe nHdopmaumm, He
COCTaBMsIOLLIEN rOCYOAPCTBEHHYIO TalHy, CoAepPXKaLLencsi B roCyAapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®enepanbHOM CNyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O0 yTBEepXXaeHUN cocTaBa U CoaepXKaHUsA OpraHM3auuoHHbIX U
TEXHMYEeCKnx mep no obecneveHuno 6€3o0MacHOCTN NeEPCOHanbHbIX AaHHBIX MPU UX 06paboTke B
VMH(OPMALIMOHHBIX CUCTEMaXx NepcoHarnbHbIX AaHHbIX» // Poccuiickas raseTta, Ne 107,
22.05.2013.

24,

MeTogunyecknin gokymeHT. Mepbl 3amThl MHGOPMaLMK B rocygapCTBEHHbIX MHOPMALIMOHHbIX
cnctemax (yrB. PCTIK Poccum 11.02.2014).

25.

MoctaHoBneHue MNpaButensctea Poccuiickon Pegepaumm ot 1 Hoa6pst 2012 roga Ne 1119 «O6



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

YTBEPXKAEHMM TPEeOOBaAHMWI K 3aLLMTe NePCOHanbHbIX AaHHbIX Npy Nx 0bpaboTke B
WH(OPMALIMOHHBIX CUCTEMAX NepPCOHanbHbIX AaHHbIX» // CobpaHne 3akoHoaaTenbLCcTBa
Poccunckon Pegepaumm, 05.11.2012, Ne 45, cT. 6257.
MewepsikoB B.A., XKenesHsk B.I., BoHaapb A.O., Ocunenko A.J1., BabkmH A.H. lNepcoHanbHble
OaHHble: opraHmsaumnsa obpaboTkm n obecneveHms 6€30nNacHOCTN B OpraHax rocyaapCTBEHHON
BNacTu n mecTtHoro camoynpasneHus / [Nopg pen. B.A. MewuepsikoBa. — BopoHex: BopoHexckui
uHctutyT MBIl Poccnun, 2014. — 186 c.
MocTaHoBneHne npaBuTenscTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YyTBEPXKOEHUUN NOMNOXEHUSI O €0MHOM peecTpe rocyaapCTBEHHbIX MHPOPMAaLMOHHBLIX CUCTEM
BopoHexckon obnactny // CobpaHne 3akoHogatenbcTBa BopoHexckon obnactu 20.06.2011 Ne
4, cT. 285.
EpmowkuH H.H., TapacoB A.A. CTpaTterus MHOPMaLMNOHHBLIX TEXHOMOrMIA npeanpusatus. M.:
M3a-8o MockoBCKoro rymaHutapHoro yHmeepcuteta, 2003,
KopHees W.K., CtenaHoB E.A. 3awmTta nHdopmauun B oduce. — "Magatenscteo lNpocnekT”,
2008. — 333 c.
AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.
31. | TaHeHbaym 3. KomnbioTepHble cetn / Q. TaHeHbaym. — CI16.: NMutep, 2005. — 991 c.
Banbix A.C. OueHka BO3MOXHOCTEN aTtaku Ha nHdopmMaumoHHyto cuctemy / A.C. Bsanbix, C.A.
32. | Bsanbix // KubepHeTtunka n Boicokme TexHomnornn XXI Beka: matep. Xl mexgyHapoa. Hayuy.-Tex.
KOH®., BopoHex, 11-12 mas 2011 r. — BopoHex : MIML BI'Y, 2011. — T.1. — C. 91-96.
33. | Maptbika T.J1. MHdopmaumoHHasa 6e3onacHoctb M.: @OPYM, 2007.
MenbHukoB, Bnagumup Maenosuny. MIHpopMaumnoHHas 6e3o0nacHOCTb U 3almTa MHdopmauuu:
y4yebHoe nocobue ansa cTyd. By3os, obyd. no cneumanbHocTn 230201 "MHdopmMaLMOoHHbIE
cuctembl n TexHonorun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. MNeTpakoBs; noa pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbiclee npodeccnoHansHoe
obpasoBaHue. VIHhopmaTurka n BbluncnuTensHas TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4.
AHppuaros B.W."lnnoHckue wtyykn" n ycTponcTea ANns 3awwmTbl 06bEKTOB, U nHdopmaumm:
Cnpas. nocobue / B.A.bopoauH, A.B.Cokonos. — C-l16.: JlaHb, 1996.
Abanma3soB 3./. MeToapbl 1 UHXEHEPHO — TEXHUYECKME cpeacTBa NPOTUBOAENCTBUSA
MHdopmaunoHHbIM yrpo3am / 3.M.Abanmasos. — M.: 'potek, 1997.
37 Bacunesckuii N.B. Cnocobbl n cpefctsa NpedoTBpaLleHns yTeuku nHpopmauum no

" | TexHnyecknum kaHanam / N.B.Bacunesckuin. — M.: HINL "Henk", 1998.
38. | XopeB A.A., Cnocobbl n cpegctea 31 / A.A.XopeB. — MO P®, 1998.
FOCT P UCO/M3K 15408-2002 «NHdopMaumoHHas TexHonorus. Metoabl 1 cpeacrea
obecneyeHus 6esonacHocTu. Kputepum oueHkn 6e3onacHOCTM MHPOPMAaLIMOHHBIX
TEXHOMNorum», NPUHAT 1 BBeAeH B Aenctaue NoctaHoBneHnem Nocctangapta Poccum oT 4
anpens 2002 r. Ne 133-cT.
NCO/MOBK 31000:2009 «YnpasneHune puckamu. MNMpuHuunel n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.
NCO/M3K 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkmn puckay, ISO Technical
Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «NHpopmaumoHHas TexHonorusa. MeToabl u cpeacTea
obecneyeHns MHOpMaLMOHHON 6e3zonacHoCTU. MeHeKMEHT pucka MHOPMaL MOHHON
©e3onacHoCTUY, yTBEPXXOEH 1 BBeAEH B Aencteue Nprnkasom PegepanbHOro areHTcTea no
TEXHUYecKomy perynmpoBanmtio n metponorum ot 30 Hos6pst 2010 r. Ne 632-cT.

26.

27.

28.

29.

30.

34.

35.

36.

39.

40.

41.

42.

B) MH(POPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHblE Ppecypchbl (0OdULnanbHblie pecypcbl NHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBC «YHuBepcuTeTckasa bubnmoteka online»
OBC «3nekTpoHHas 6ubnunoteka TexHnyeckoro BY3ax» (3BC «KoHCynbTaHT cTygeHTay)
3BC IOPAUT
OnekTpoHHasa bubnmnoteka yyebHo-MeToaM4ecknx MmaTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru

Bl|O|®N|o| gk wiN

* BHavane ykasbiBatotcd OBC, ¢ koTopbiMn wumetoTcs goroBopa y BIY, 3atem OTKpbITble 3fEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

17. OOpasoBaTtefibHble TEeXHONOrMu, MpPUMEHsieMble NpU NPOBEAEHUUN TMPAKTUKU W
MeToAuYecKkne yKkasaHus Ansi ooy4yarolmxca No NPOXoXKAEeHUIO NMPaKTUKK

HWP - camocToaTenbHoe wuccregoBaHue cTyaeHTa, OOpMIIeHHOEe B BUAE HayyHOro
otyeTa. HUP saBnsetcs ob6a3atenbHON YacTbio y4ebHOro nnaxa.

OcHoBHbIMK 3agadvamu HAP aensioTcs:

1) OaTb BO3MOXHOCTb CTYOEHTY NPOBECTU CaMOCTOATENbHOE Hay4yHoe uccrnegoBaHue,
yrnyouTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM;

2) onpedenuTb CNOCOBHOCTb CTyAEHTa BbINOMHATL HAay4yHOe MccrnegoBaHWe Ha YPOBHE,
COOTBETCTBYHOLLEM KBaNnukaumm.

HWP copepxat cnegylowme OCHOBHble 4YacTu: BBeOEHWE, Teopus, 3KCMEPUMEHT,
pesynbTatbl, 0OCy)XgeHMe pe3ynbTaToB, BbIBOAbl, 3aKNiO4YeHMe, 3aMeyaHus, ChMCcoK
nutepatypbl. AHHOTaumss obbemom He Bornee 0,5 cTpaHuubl pacnonoxeHa nocne TUTYMbHOro
nucta n npeawecteyeT «CoaepxaHnto». CnMcok GykBEHHbIX OOO3HAYEHWU U COKpaLLeHWUn
cnepyert 3a «CogepxaHmeMy». PUcyHkn 1 Tabnuupbl pacnonaratoTcs No TEKCTY NOCNe CCbISIOK Ha
HuX. PaboTy HeobxoouMMO HanmcaTb akKypaTHO, FPaMOTHbIM Hay4HbIM A3blkoM. KecTkune
TpeboBaHnsa Kk 06bemy paboTbl OTCYTCTBYHOT. OPUEHTUPOBOYHO MOXHO MOCOBETOBaTb OObEM
HWP B npegenax 30-50 cTtpaHuy,

OTyeT nNO nNpakTMke [JO0MKeH ObiTb M3MOXEH TEeXHUYECKM T[PaMOTHbIM S3bIKOM C
NnPUMEHEHNeM pekoMeHOOBaHHbIX TepMUMHOB W abbpesuatyp 6e3 opdorpaduyuecknx wu
rpammMaTtmyecknx ownbok. MNMpeacTaBneHHbIM OTYET MO NpakTUKe OLleHMBAEeTCs Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHoM B OT4eTe, AaHHbIM U3 MHAOPMAaUMOHHBLIX PeCcypcoB obLiero
aoctyna cet IHTepHeT, MaTtepmanoB Nekumn, y4ebHOM 1 TEXHUYECKON NuTepaTypbl.

CTpyKTypa oT4yeTa no npakTuke

1. OT4yeT NO NpaKkTUKe AOSMKEH BKMNOYaTb TUTYMbHbBIA JIUCT, COAepXaHwe, BBeAEeHWe,
ONUcCaHne TeopeTUYECKUX W MNPaKTUYECKUX acneKkTOB BbINOMHEHHOW paboTbl, 3aKnyeHue,
CMUCOK MUCMOMb30BaHHbIX MICTOYHUKOB, MPUMOXEHWS.

2. Ha TutynbHOM nucte aosmkHa 6biTb NpeacTaBneHa Tema NpakTukW, rpynna n damunms
CTygeHTa, AaHHble O npeanpuatun, Ha 6ase KOTOPOro BLINOMHANACH NpakTuka, amMunus
pykoBOAUTENS.

3. Bo BBegeHun cTyaeHTbl JOMKHbI A4aTb KpaTKoe onucaHue 3agayv, peliaeMon B pamkax
NPaKTUKN.

4. B OCHOBHOM 4acTuh oTyeTa CTyAeHTbl NpMBOAAT nogpobHOoe onucaHue npoaeriaHHOn
TEOpPEeTUYECKON 1 (MNN) NPaKTMYECKOn paboTbl, BKNOYasa onucaHne n 060cHoBaHME BblGpaHHbIX
peLLeHni, onucaHme nporpamMm u T.4.

5. B 3akntoueHnn gaeTcsa KpaTkas XxapakTepucTuka npogenaHHon paboTbl, 1 NpuBogaTCs
€€ OCHOBHble pe3ynbTaThl.

6. B npunoxeHuax NpuBOASATCHA HeMNoCpenCcTBEHHble pe3ynbTaTbl pa3paboTKu: TeKCTbl
nporpamm, rpacdukn 1 guarpaMmmbl, n 1.4.

TpeboBaHMs kK 0popMneHNO oTyeTa

1. OTyeT ohopmnisieTca B neyaTHOM Buae, Ha nuctax oopmarta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTepBanom 1,5 mexay
cTpokamu. TekcT pasbumBaeTca Ha absaubl, Kaxabli W3 KOTOPbIX BKOYAeT OTCTyn U
BblpaBHMBAHWE MO LUMPUHE.

3. TekcT B NpUnoxeHusax MoXeT BbiTb BbINONTHEH Bonee Menkum WprugTOM.

4. OtyeT pasbuBaeTcsa Ha rNaBbl, MYHKTbl W MNOLMYHKTbI, BKMOYaKOWMNE AECATUYHYIO
HyMepaLMmio.

5. PucyHkn n Tabnuubl B 0TYETE AOSMKHbI UMETb OTAESTbHYI0 HYMEpaLUIo U Ha3BaHWs.

6. Becb oT4yeT gormkeH ObiTb OhopMNEH B €UHOM CTUME: BE3AE B OTYETE 415 3arosioBKOB
O[IHOTO YPOBHS, OCHOBHOIO TEKCTa M NoAnncen AOMKEH NCNOoSb30BaTbCA OAMHAKOBLIN LLPUAT.

7.CTpaHvubl OTYeTa HYMepylTCcs, HayMHas C TUTynbHOro nucta. Homepa ctpaHuy
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy A5s BCEro ot4eTa KpoMe TUTYIbHOro nucTa.



8. CogepxxaHune oTyeTa OOSHKHO BKIOMATb NepeyvyeHb BCeX rnas, MyHKTOB M NOANYHKTOB, C
yKaszaHnem HoMmepa CTpaHuLbl A5 KaXO0ro afieMeHTa coaepXKaHusi.

9. CcbUikM Ha nutepaTypy M OpYyrne MUCMNosib30BaHHbIE MCTOYHWKN OGOPMIISIOTCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEYNCNAIOTCS B CMNCKE UCMONb30BaHHbIX NCTOYHUKOB.

10. O6bem oTyeTa No npakTuke AomKeH bbiTb He meHee 30 cTpaHuu.

18. MaTtepmanbHO-TeXHUYECKOe obecnevyeHne NPaKTUKM:

2. BopoHex, yn. YHugepcumemckas nnouwads, 0.1, enasHbil y4ebHbIU Kopryc, ay0.214
KomnbtoTep B coctaBe (16 wr.): cucteMHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtuBHas
namatb 86, HDD 50006; monutop: LG FLATRON. Mynbtumeamnanpoektop BenQ. OkpaH HacTeHHbIn
ans npoektopa. Ayamo kornoHku Creative A60. KommyTaTop.

2. BopoHex, yn. YHugepcumemckas nnowads, 8.1, y4ebHbit kopnyc 16, ayd.407
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHada namsite 16 6, SSD 256 6, HDD 1T6, suaeokapta NVIDIA GeForce GTX 1080 Ti;
MoHuTop DELL S2419HN. Komneiotep B coctase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X
CPU @ 3.50GHz, onepaTtuBHada namatb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce
RTX 2080 Ti (2 wr.); moHntop DELL S2419HN. UcTtouHuk 6ecnepebonHoro nutanna APC Back-UPS
BV1000I-GR, line-interactive, mowHocTb:1000BA, 600BT (16 wTt.). WcTouHuk 6GecnepeborHoro
nutanua Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). WHTepaktuBHass gocka SMART SBM685 (87 gtommos, MO SMART
SLS) ¢ naccuBHbIM noTkoM. poekTtop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHbil y4ebHbit kopriyc, ayd. 124
KomnbtoTep B coctaBe (17 wr.): cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnBHas namatb 3216, HDD 176, SSD 25616, Buaeokapta NVIDIA GeForce GTX
1050; wmonHutop: Dell S2419H. WHTepaktmBHas pgocka SMART SBM685 (87 Aawonmos).
MynbTumegunanpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTouHuK GecnepebonHoro nmtaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrT.). UcTtouHuk 6ecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wT.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas mnowads, 0.1, enagHbil y4ebHbild kopnyc, ayd.226
MoHo6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatueHas namatb 810,
SSD 250I6. Mynbtumeamnanpoektop Epson. Ayamo konoHkm EV (2 wT.). MukpodoH. OkpaH ans
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbit kopryc 16, ayd.406
YyebHbit cmeHd "lMpoepammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHOOGMoKa (1 LWT.); MHTENPUPOBAHHLIN BbIMUCANTENBHBIM Y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sigpa c TaktoBon 4dactotonm 2700 My, O3Y: o6vém 4 6 TMn DDR-3, TBEpAOTENDBHbLIN
HakonuTenb SSD obbemom 60 6, 6nok nutaHusa mowHocTbio 300 BT, 2 ceTeBbix MHTepdelica
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wTt.); HeynpaBnsembinn kommyTtaTop D-Link (1
WT.); MOAYNb NUTAHUS, KOHTPONSA U MHTerpaumm cteHga B obuwiyto nabopatopuio (1 wWT.); MOHUTOP
Philips(1 wrT.); kOMNNekT koHconu pabo4vero mecta obydaemoro (1 WT.) B cCOCTaBe: knaBuaTtypa
Oklick, mbiwb OKkKlick; komnnekt y4ebHo-meToaudecknx nocobun (1 K-T.); CcTaTUCTMYECKOE
nporpaMmmHoe obecneveHne ynpasreHus mogynem nutanHus (1 wr.); pnaw-aAnck BOCCTaHOBMEHMSA
OC Ha wHTerpupoBaHHbix MK (3 wrt.) ¢ onepaunoHHon cuctemon Archlinux; ¢naw-guck
MynbTUMEOUNHOIO METOANYECKOro nocobms (1 Wwr.); rpynna KOMMYTaLMOHHbIX MOPTOB (2 WT.).
Tunosou komrekm y4ebHoz2o obopydosaHusi "Cemesas b6es3onacHocmb”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnsembin KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBa JokanbHon cetn (1 wrT.);
Heynpasnsemblin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnposogHon D-Link (2 wr.);
6paHamayap D-Link (2 wrt.); Mogynb NWUTaHWS, KOHTPONSA W UWHTerpauuyM creHga B obuyio
nabopatoputo (1 WT.); KOMMyTaUMOHHasA NaHenb (1 WT.); BbIMUCANUTENbHBIV y3en (4 WT.) B COCTaBe:
npoueccop Intel: asa sgpa ¢ TaktoBonm 4actotonm 2700 Mru, O3Y: o6bém 4 6 Tvn DDR-3,
TBEpAOTENbHLIN HakonuTenb SSD o6bemom 60 6, 6nok nutaHna mowHocTelo 300 BT, 2 ceTeBbIX
nHtepdgenca GigabitEthernet, 1 6GecnpoBogHo ceTeBon WHTEpdENC; MOHOGMoK (1 wrt.);
cTaTucTu4eckoe nporpaMMmHoe obecrnedyeHve ynpasBrneHus MogyneM MUTaHUsA, KOHTPONs MU
nHTerpauum (1 WT.); NporpammHasi cuctema socctaHonenmst U-Profi (R) (4 donaw-gucka obbemom 8
) (1 wrt.); yanunutens USB (4 wrt.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-ta.).




YuebHo-npakmuyeckuli_cmeHO «Cucmembl _KOHmMposs _u_ynpasneHus docmymnomy, P3N-CKYO B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrT.): akpaH ¢ anaroHanbo 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel gBa sapa c
TaktoBown vactotonm 1,4 [Tu, Beb-kamepa; CkaHep NMHEWHbIX M OBYMEPHbIX LWTPUX-kogoB (1 wr.);
ceetoanoq (1 wrT.); anekTpoMmexaHudeckun 3amok (1 wr.); ceteBon KoHTponnep CKY[ (2 wr.);
MYNbTUMEAUMHBLIN TePMUHAN MHOrodakToOpHOM naeHTUdUKaUumn, B TOM Yncre pacrnosHasaHve nu (1
LWT.); HAcCTOfIbHOE YCTPOWCTBO YTEHUS M 3anucu cMapT-kapT (1 wWT.); KOHTaKTHass cmapT-kapTa C
00béEMoM namsaTn 256 Gant (5 wT.); USB ko4 tmn e-token (1 wr.); komnnekt MO n koHsepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cymTbIBaTEND GECKOHTAKTHLIX KapT Em-Marine
(1 wrt.); cunTbiBaTENb OECKOHTaAKTHLIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrT.); cmapT-
kapta Tun Em-Marine (5 wt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4en Touch-
Memory (1 wT.); Moaynb cornacoBaHua nHTepdencos (1 WT.); INEKTPOMarHUTHbIA 3aMoK (1 wWrT.);
cuntbiBaTenb knoder TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrt.); 6nok
nuTanuna (1 wWr.); nporpamma pacno3HaBaHUs aBTOMOOMMbHbIX HOMepoB (1 WT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wrt.); koMMyTaTOp Heynpasnsembl D-Link (1 wT.);
MO4yfb MUTaHWS, KOHTPOMS W WHTEerpauun Komnnekta B obwyto nabopaTtopuio (1 wrt.);
cTaTucTu4eckoe nporpaMMmHoe obecrnevyeHve ynpasBrneHus MoAyneM MUTaHUSA, KOHTPONs MU
nHTerpauum (1 WT.); NPOrpaMmMHbIN SMYNATOP PrUanyecknx o6bEKToB AocTyna (1 WT.); MeToanyeckoe
nocobue (2 wrt.).

19. OueHo4HbIe cpeacTBa ANA NPoBeAeHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTaumm
oby4arowmxcsi No nNpakTmke

HanmeHoBaHune UHpukatop(bl)
]
I_'I‘;I'_I pasgena AUCLUMUNIIUHBI Kc:_::l';?;;a" [OCTUXEeHUA OueHou4Hble cpencTBa
(Mmogyns) KOMMeTeHUUn
OpazaHu3ayuoHHO- 825:2'2 8Z§2§§
1. noOeomg;L;nrvleanb/u K2 K2 1 OT4eT no npakTuke.
[1K-3 [1K-3.4;
OrK-4.1.1
OriK-4.1 OfMK-4.1.2
Ol1K-4.1.3
Ol1K-4.3.1
HavyHo- ) OrlK-4.3.3
2 uccnedoe};meanKua OfiK-4.3 Ol1K-4.3.4 OTt4eT no npakTtuke. 3awmTa oT4eTa No
' sman OrK-4.3.5 npakTuke.
[1K-1.3
Mk 1K-1.4
[1K-2 [1K-2.5
[1K-3.5
f1k-3 [1K-3.6
Ol1K-4.3.2
3 OgpopmneHue omyéma ro Orik-4.3 Orl1K-4.3.3 0
: umoaam rnpakmuKu MK-1 MK-1.3; THET MO NpaKTHKe.
[1K-2 [1K-2.2
[MpomexyToyHasa aTTecTaums
. VHanBuayanbHoe 3agaHune
dopMa KOHTPONS — 3a4€T C OLIEHKOMN

20. TunoBble OLEHOYHbIE cpeactBa M MeToauM4vYeCKue wmatepuanbl, onpeagendrolimne
npoueaypbl oueHnBaHunsA

20.1 TeKywyMin KOHTPOIb yCNeBaeMoCTH
KoHTponb ycneBaemocT No AUCUUMNIIMHE OCYLLECTBNAETCS C MOMOLLBIO CNeayLWNX OLEHOYHbIX
cpeacTs:
MHauBmnayaneHble 3agaHus

MepeyeHb nHaMBUAYaNbHbLIX 3a4aHNin
[lepeyeHb UHOUBUOYasibHbIX 3a0aHull




MpoBecTn aHanua NOCTaBNEHHOW 3agadn C TOYKM 3peHust obecneyeHnss mMakcumanbHO 3EKTUBHON
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe OpraHu3auum (paccMoOTpeTb TeopeTuMdecKue acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHoCcTy).

1. ABTOMaTM3MpPOBaHHas cMCTeMa B 3aLUULLEHHOM WCMOSIHEHUW OpraHu3aumn (Unv npegnpusaTus
nobon opmbl COGCTBEHHOCTK).

2. AHanns ya3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMauMn B JNOKanbHOW CETM OpraHusaumm
(vnun npegnpuaTna ntobon opmMbl COGCTBEHHOCTHN).

3. AHann3 ysisBuMocTen n 3dhEKTUBHOCTM CpeacTtB M cnocoboB 3awuTbl MHGOpMauun B
aBTOMAaTM3MPOBAHHOWN CUCTEME OpraHuM3auumn (Mnv npegnpusatusa niobon opmMbl COGCTBEHHOCTH).

4. VHCTpyMEHTanbHbI MOHUTOPUHI 3alMLLEHHOCTM aBTOMaTU3NPOBaHHOW CUCTEMbl OpraHm3auum
(vnun npegnpuaTnsa ntobon opmMbl CO6CTBEHHOCTN).

5. MHdopmaumoHHaa cuctema nepcoHanbHbIX OaHHbIX OpraHu3auum (unu npeanpuaTtus nobon
dopmbl COGCTBEHHOCTH).

6. KomnnekcHas 3awwmta nHdopmMmauun B noKanbHOW CETU opraHmsaumm (Mnu npeanpustms nobown
dopmbl CO6CTBEHHOCTH).

7. MopgroToBka K aTtrectaumnm MHAPOPMALNOHHOMW CUCTEMbI MEPCOHArbHbLIX OAHHbIX B OpraHusaumm
(vnn npegnpuaTn Ntobor GopmMbl COBCTBEHHOCTH).

8. Cbop ¥ aHanM3 UCXOOHbIX AaHHbIX AN MNPOEKTUPOBAHWUS CUCTEMbI 3aliMTbl MHOopMauum
opraHusaumm (Mnv npegnpusaTra Niobon popmMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA WM ynpaBneHus OOCTYNOM B OpraHusaumm (Mnv Ha npegnpusatum nobon
dopMbl COBCTBEHHOCTM).

10. Cuctema ynpaBneHuss MHAPOPMAaLNOHHOM 6e30NacHOCTbI0 aBTOMaTU3NPOBAHHOW CUCTEMbI
opraHusauum (Mnv npegnpusaTma Niobon popmMbl COGCTBEHHOCTN).

TpeboBaHUs K BbINOMHEHUIO 3a4aHNI

MpoBecTM aHanM3 MOCTaBfEHHOW 3aJaydM C TOYKM 3peHust obecrniedeHus HaxoXaeHust
9PPeKTUBHOIrO peLLeHns onMpasicb Ha CyLLECTBYIOLLYIO MHPACTPYKTYpy OpraHusauum (paccmMoTpeTb
TEeopeTnYeckme acnekTbl, Ha OCHOBaHWM aHanM3a NoCTPOUTb MOAENb PeLLeHUs U T.4.).

20.2 NMpomexyToyHas aTrectaums

MpomexxyToyHas aTTecTaumst No AMCUMUNINHE OCYLLECTBNSIETCS C NMOMOLLBIO CreayoLwmnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

TeMbl MPoeKmos

1. CpeactBa obecneyeHnss UMHGOPMAaUMOHHOWM  ©e30nacHOCTM B KOPNoOpaTUBHbLIX
MHAOPMALMOHHBIX CUCTEMAX
. AnnapatHble cpefcTBa obecneyeHunss MHpopmaLMoHHON 6e3onacHOCTH
. MHdopmaumnoHHbIe ysa3BMMOCTN 0OBEKTOB
. MNporpammHble cpeactea obecneyeHns MHGoOpMaLMoHHOM 6e3onacHOCTU
. AHTPOMOreHHble MH(POPMALMOHHbIE YA3BUMOCTU
. TexHoreHHble MH(POPMaLMOHHbIE YA3BUMOCTH
. OpraHusauunoHHo-npaBoBbie cpeacTBa obecneveHms MHOpMaLMOHHON 6e30nacHOCTK
Yrpo3bl MHhopMaLMOHHON 6€30MacHOCTU U UX UCTOUYHUKMK
. OpraHunsaumoHHO-aAMUHUCTPATUBHbBIE CPEACTBA 3aLUTbl MHOPMaLUK

10. OCHOBHbIE NPUYUHBI YTEYKM MHPOPMaLUN U BO3MOXHOCTU NPOTUBOAENCTBUS yTeYKam
MHdopMauun.

11. Mepbl 3aWnTbl NEPCOHAsbHbLIX AaHHbIX B MHPOPMALMOHHbBIX CUCTEMAX NEePCOHasbHbIX
AaHHbIX.

12. lNoarteepxaeHne NoOANMHHOCTN O6BHEKTOB N CYOBEKTOB MHPOPMALIMOHHON CUCTEMBI.

13. KoHTposib uenocTHoCT! nHdopMauumn. Xaw-gyHKUUK, NPUHLUNBLI NCMOSTb30BaHNA X3LLUI-
dyHKUM onst obecneyeHuns LenoCTHOCTU OaHHbIX.

14. Yrposa HapyweHnsa KoHpuaeHumanbHoctn. OcobeHHOCTM U npuMepbl peanusauuu
yrpossbil.

15. Yrpo3a HapyweHus LenocTHOCTU AaHHbiX. OCOBEeHHOCTM U npuMepbl peanusauun
yrpossbil.

©O~NOUAWN



16. Yrposa oTkasa cnyx6 (yrpo3a oTkasa B pgoctyne). OcobeHHOCTM u npuMepbl
peanusauuu yrpossbl.

17. Yrposa packpblTus napameTpoB cuctembl. OcoBeHHOCTM M Npumepbl peanusauuu
yrposbl.

18. OCHOBHble TWMbl NONMUTUKM Ge3onacHOCTM [OCTyna K AaHHbIM. [UCKPEUMOHHbIE U
MaHAaTHbIE NOMNTUKN.

19. TpeboBaHna K cucTemMam KpunTorpauyeckon 3aluTbl:  KpunTorpadguyeckme
TpeboBaHusa, TpeboBaHWA HagexHocTn, TpeboBaHus no 3awmte ot HC[H, TpeboBaHusa K
cpeacTBam paspaboTku.

20. AODMVHUCTPATMBHbLIN YPOBEHb 3aWUTbl MHpOpMaunn. 3agaynm pasnuyHbIX YPOBHEN
yrnpaBneHus B pelieHnn 3agadm obecneveHms MHoOpmMaLMOHHON 6e30NacHOCTH.

21. MNpouenypHbIi ypoBeHb obecneveHna 6esonacHocTn. ABTopM3auusa nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnukauma v ayteHTudumkaums npu Bxode B WMHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue naporbHbIX cxeM. HegocTaTku NaposbHbIX CXEM.

23. NpeHTnpukauma un ayteHTUduKauma nonb3oBaTtenen. [lpyumMeHeHMe nporpamMmHo-
annapaTHbIX CpeACTB ayTeHTUMKaUNN (CMapT-KapTbl, TOKEHBDI).

24. bunomeTpunyeckue cpeactea naeHTUduKaunm n aytTeHTndukaumm nonob3oBaTenen.

25. AyTeHTUUKaLms CyObeKTOB B pacrnpeesieHHbIX cuctemMax, npobrnemsl U peLleHus.

26. Ayaut B WHOPMALMOHHbIX cucteMax. PyHKUMM U Ha3HadeHwe ayauTta, ero posnb B
obecneyeHnn nHpopmaumoHHON 6e3onacHOCTH.

27. Bupycbl n metoabl 60pb0bbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NakeThbl.

28. MNporpammMHo-annapaTHble  3awuTbl  UMHPOPMAUMOHHBLIX pecypcoB B  WHTepHer.
MexceTeBble 3KpaHbl, X (PYHKUNN U HA3HAYEHUS.

29. Kputepun oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctem. CTpykTypa TpeboBaHui
6esonacHocTu. Knaccbl 3almLLeHHOCTH.

30. EguHble kpuTepum 6e30nacHOCTU MHAOPMAUMOHHBLIX TeXHONOrMN. NoHaTue npodunsa
3awmTbl. CTpyKTypa npodoung 3alnTbl.

31. EguHble kpuTepum 6e30MacHOCTM MHM(OPMALMOHHBIX TeXHOMNornm. [poekT 3awuTbl.
TpeboBaHus 6e3onacHOCTH ((PyHKUMOHaNbHbIE TpeboBaHNAa N TpeboBaHMS ageKBaTHOCTHN).

32. MNoHATMe anekTpoHHOW uudpoBon noanucu. lNpouenypbl dopmMnpoBaHMa LUGPOBON
nognucu.

33. MeTogbl HecMMMETPUYHOro  WKndgpoBaHus. Mcnonb3oBaHne  HECUMMMETPUYHOIO
WwnpoBaHuna onst obecneyeHns LenoCcTHOCTN LaHHbIX.

34. Cpeactea obecneveHns uHdopmaumoHHon 6esonacHocth B OC  Windows.
PasrpaHnyeHune goctyna K gaHHbIM. [[pynnoBasi nonuTuka.

35. NMpumeHeHne dannoson cuctembl NTFS pagna obecneyeHnss uHGOPMaLMOHHOM
6esonacHocty B Windows. Cnncknm KoHTponsa poctyna K pAgaHHeim (ACL) ux ponb B
pasrpaHMyeHun 4oCTyna K AaHHbIM.

36. NMpumeHeHne cpeacte  Windows ansa  npegoTBpawleHusl  yrpo3  pacKpbITud
KOH(bMAaeHUManeHOCTM AaHHbIX. LLndpoBaHne aaHHbIX. DyHKUMN 1 Ha3HavyeHue EFS.

37. PasrpaHuyeHune goctyna k gaHHeim B OC cemenictea UNIX.

38. OcHOBHble 3Tanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: oOnpegeneHve MnoIMTUKK
©e3onacHocTn, npoektuposaHne mogenu WC, paspabotka koga UC, obecneyeHne rapaHTum
COOTBETCTBUA peanusaunm 3agaHHON NonuTMke 6e30nacHOCTMW.

39. MpuymnHbl  HapyweHus  6e3onacHOCTU  WHopMaumm npu  ee  obpaboTke
Kpuntorpadundeckumm cpeactBamu.

40. MNMoHaTMe aTakm Ha cucteMy WHgopMaunoHHon ©GesonacHocTn. OcobeHHOCTU
NoKanbHbIX aTak.

41. PacnpefgeneHHsle NH(OPMaLMNOHHLIE CUCTEMBbI. YpnaneHHblie aTaku Ha
NH(POPMALNOHHYIO CUCTEMY.

42. KaHanbl nepegaym pAaHHbIX. YTedka uH@opmauun. ATakm Ha KaHanbl nepegayuv
AaHHbIX.



43. JnekTpoHHas noyta. Npobnembl o6ecneyeHns 6€30NacHOCTM NOYTOBLIX CEPBUCOB U UX
peLleHus.

44. BupTyanbHble YacTHble CeTU, X (PYHKUMM N Ha3HaYEeHME.

45. CeTeBble BOWHbI: LENW, 3agjayn, CLeHapuuM W cpeacTBa WX MNPOBEOEHMUs, OLeHKa
NMepcnekTMB pasBuUTUS U NPOTUBOAEWNCTBUS B KOHTEKCTe obecneyeHns MHEGOOPMaLMOHHOM
©es3onacHoCTM rocyaapcTBa.

46. CoumnanbHble CeTU Kak UHCTPYMEHT OpraHnsaunum NpoTECTOB U « PEBOSTHOLMIA»: CNOCOODI
N cpeacTBa BO3MYLLEHMS COUMyMa, CUEHapui ocnabneHuss u CBEepXeHWsa BriacTu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHns nHpopmaumnoHHom 6e30nacHOCT rocyaapcTaa.

47. CTaTUCTMYECKMIA aHanM3 BCEBO3MOXHbIX KIaccoB M TUNOB aTak Ha MH(POPMaLMNOHHbIE
WH(O-CMCTEMBI:  Lenu, 4YactoTa atak WM BennumMHa yuwepboB OT wX peanusaumu,
COOTBETCTBYHOLLAS
OLEeHKa PWUCKOB B AMHaMuke pa3sButna cdepbl MHGpOpMaumnoHHon 6e30nacHOCTH, BbIBOAbI
OTHOCUTESTbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOLENCTBUA.

48. AHann3 n nogrotoBka 0630pa HayYHO-TEXHUYECKMX MaTepuarioB NO reTeporeHHbIM
ceTsaM B KOHTEKCTe obecneveHnsa nx 6e3onacHoCcTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHns Teopum BEeTBALLMXCH MpPOLLECCOB Ha
aHanun3 pacnpocTpaHeHust Bpe4OHOCHOIo NporpamMmMHOro obecneyeHunst B CETEBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecrneyeHns Teopumn cnyyanmHbolx rpacdoB Ha aHanuns
XUBYYECTM CETEBbLIX CTPYKTYP.

51. OnacHoctb DDOS-atak n puck-mogenupoBaHue WX pasHOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHka no npakTuke BbICTaBMSETCA PyKOBOOUTENEM MNPaKTUKM OT Kadeapbl Ha OCHOBE
cogepxaHua oTyeTa CTygeHTa, OT3blBa pykoBOAUTENs OT NpeanpuaTud, BbICTYMNSIEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI MO UTOraM MpakTUKK.

OTyeT NO npakTuKke [JomKeH OblTb W3NOXEH TEeXHUYECKM [PaMOTHbIM S3bIKOM C
NPUMEHEHNEM peKoOMeHOOBaHHbIX TepMUHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpammMmartmyeckux owmbok. pu 3awmrTe oTyeTa NO MNpakTUKE OLEHUBAETCA COOTBETCTBUE
MHOpMauuK, NpeacTaBneHHONn B OoT4yeTe, AaHHbIM M3 MHMOPMALMOHHBIX pecypcoB obLuero
poctyna cetn IHTepHeT, maTtepuanos Nekumi, y4ebHOM 1 TEXHUYECKON NUTepaTypbl.

KoHeuHbIMM pe3yrnbTaTamm ocBoeHusa nporpammbl HAP aensoTca cpopmmpoBaHHbie
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BradeTb», pacnuCaHHble MO OTAENbHbIM
komneteHumam. OHu npeactasneHbl B Tabnuue 10. dopmupoBaHMe 3TUX OECKPUNTOPOB
npoucxoaut B TedeHue Bcero nepuoda BbinonHeHns HWP, B pamkax BbINONHEHUA
CaMOCTOATENbHON pPaboTbl  BbLIMNOMIHEHUM pPasfiMYHbLIX BMAOB paboT nog pyKoBOLCTBOM
pykosogutens HAP.

[Ana oueHkn geckpuntopoB koMneTeHuun ucnonbdyetca 100 6annbHas LwKana OueHOK.
[na onpegeneHns gakTU4eCcKnX OLIEHOK KaXKAoro nokasaTens BbICTaBNAKTCHA creayroume
Bannbl.

[Ona peckpunTopoB KaTteropun «3HaTb»:

— TpeboBaHnAM KpuTepusi (OTBET MOJSIHbIA U NPaBUSbHBIA HA OCHOBaHUU U3YYEHHbIX
Teopuin; Martepuan U3NOXeH B onpefeneHHOW forndeckon nocrenoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBET camocTosTenbHbln — 85-100% oT mMakcumanbHoro konuyectso 6annos (100
6annoB). COOTBETCTBYET OLEHKE - «OTIIUYHOY;

— pesynbTaT, coAepXalwun HEMNOSHbIN MpaBUNbHbIA OTBET WM OTBET, COoAepKallni
He3HaunTerNbHblIE HETOYHOCTU (OTBET LOCTAaTOYMHO MOSHbIA M MNPaBUSTbHBIN Ha OCHOBaHWUK
M3YYEeHHbIX  MaTepuarnos; mMaTtepvan N3IIOXeH B  ONpedeneHHoM  Norn4eckomn
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWEHbl ABE-TPU HECYLLECTBEHHbIE Oowunbdkun), 75-84% ot
MaKCMManbHOro KonuyecTtea 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cogepXawMh HENOSHbIA MpaBUnbHbIN OTBET WM OTBET, COAepXalluu
3Ha4nUTenNbHbIE HETOYHOCTM (NpW OTBeTe AonylleHa cyllecTBeHHas owwubka, unn B OTBETE



copepxutca 30 - 60% HeobxoouMbiXx cCBeOeHUW, OTBET HecBA3HbI) — 60-74 % oT
MaKCcMManbHOro KonuyecTtea 6annos; COOTBETCTBYET OLEHKE - «YAOBETBOPUTESTLHOY;

— pesynbTaT, cogepXallimin HeNoJSTHbIM NpaBurbHbIM OTBET (CTenNeHb MOMHOTLI OTBeTa —
mMeHee 30%), HenpaBunbHbIN OTBET (OTBET He MO CyLleCcTBY 3aflaHnd) unm OTCYTCTBUE OTBETA,
T.e. OTBET, HEe COOTBETCTBYWOLUMA MOMHOCTbIO TpeboBaHusam kputepusa, — 0 % oT
MaKcMManbHoro konudectea 6annos. COOTBETCTBYET OLEHKE - KHEYAOBNETBOPUTENBHOY.

Ona npeckpMntTopoB KaTeropmm «YmMeTb» U «Bnagetb»:

— BbIMOMHEHbI BCe TpeboBaHMS K BbINOSIHEHMIO, HANUCaHUIO U 3awuTe oT4yeTa. YMeHue
(HaBbIk) ccopmmpoBaHo nonHocTblo — 85-100% OT MakcMmanbHOro komnuyectsa 0Gannos.
CooTBETCTBYET OLEHKE - «OTIINYHOY;

— BbIMOMHEHbI OCHOBHblE TPEOOBAHUA K BbINOSIHEHMIO, OCOOPMIIEHNIO N 3aLLMTe OTYeTa.
NmetoTca oTaenbHble 3aMeyaHnsa U HefocTaTku. YMeHue (HaBblk) ChOpMUPOBAHO AOCTAaTOMHO
NOnHo — 75-84% oOT MakcnumarnbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLIOY;

— BbINONHeHbl 6a3oBble TpeboBaHMS K BbINOMHEHUIO, OPOPMIIEHMIO M 3alLunTe OT4YeTa.

MmetoTca JOCTaTOYHO CyLeCTBEHHble 3aMeyvaHusi U HefdocCTaTku, Tpebylme 3HauYnTenbHbIX
3aTtpaT BpPEeMEeHW Ha ucnpasfieHMe. YMeHune (HaBblk) C(OOPMMPOBAHO Ha MMUHUMAIbHO
A0MNyCTUMOM ypoBHe — 60-74% OT MakcumarnbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuilo W 3awuTte otyeTa. MMelTcsa MHOroYMCrieHHble CyLleCTBEHHble
3aMevYaHna 1 HeJocTaTku, KOTopble He MoryT ObiTb ucnpasneHbl. YMeHue (HaBblK) He
ccopmmpoBaHo — 0 % OT MakcumanbHoro konmyectsa 6annoB. COOTBETCTBYET OUEHKe -
«HEeyaoBNeTBOPUTENBHOY.

Ana aTtrectauuun CTyaeHT npeabsBnseT OHEBHWK MPakTWKW, 3aaHue pyKoBOAMTENS Ha
NPoOXoXaeHne npakTMKn u odopMnseT pesynbTaTbl MNPakTUKM B BuAe OT4yeTa U rOTOBUT
BbICTYMNSIEHNE C Npe3eHTaumen no pesynbtatamM NpakTuKu.

[ns oueHBaHus pes3ynbTaToB 00y4YeHUs1 Ha 3a4eTe C OLEHKOM mncnornb3dyetcs 4-6annbHas
Wwana: «OTANYHO», «XOPOLUOY», «yA0OBNETBOPUTESNBHOY, KHEYLOBIETBOPUTENBHOY.
CooTHoLeHWe nokasaTenemn, KpUTepues M LWKanbl OLEeHUBaHUSA pe3ynbTaToB 0byyYeHus.

YpoBeHb
Kputepum oueHnBaHnsa kKoMneTeHUmMn CcHOPMMPOBAHHOCTK LLikana oueHok
KOMMNeTeHUnn
3HaTb: pe3ynbTaT, coAepXaliui MNOMHbIN NpaBuIlbHbIA OTBET, MNOMHOCTLIO | [108bIWEHHbIU ypO8eHb OmnuyHo

COOTBETCTBYET TpeboBaHWsIM KpuUTepus (OTBET MOSHBLIA U MPaBUIbHBIA Ha
OCHOBaHUN W3YYEHHbIX TEOpW; MaTepuan W3MNOXeH B OMNpeaeneHHown
rniornyeckon nocnefoBaTenbHOCTY, Hay4HbIM SI3bIKOM; oTBeT
CaMOCTOATENbHbIN.

«YMeTby un «Brnapetb»: BbINONMHEHbI Bce TPebOBaHMA K BbIMOTHEHWIO,
HaMMCaHWIO M 3alnTe OTYeTa.

3HaTb: pes3ynbTaT, COOEpXallMi HEMOSHbIN NPaBWMbHbLIA OTBET WK OTBET, ba3o08bil yposeHb Xopowo
cofepXalluMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHbIA ©
NpaBurbHbIA HA OCHOBaHWM M3YYEHHbIX MaTepuaroB; MaTepuan W3NoXeH B
onpeneneHHon NorM4eckor nocneaoBaTensHOCTU, NPU 3TOM AONyLLEHbl ABe-
TPU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbI OCHOBHblE TPEOOBAHUSA K BbINOSHEHUIO,
odopMneHnto u 3awute oTyeTa. WMMelTca oTAenbHble 3aMevyaHust U
HegocTaTku. YMeHue (HaBblk) COOPMMPOBAHO AOCTATOYHO MOJIHO

3HaTb: pesynbTaT, CoAepXallui HEMOSHbI NPaBUNbHLIA OTBET WNKN OTBET, lMopoezoskili yposeHsb Ydosnemeopum
cofepXallMih  3HauuMTernbHble  HETOYHOCTM  (NpM  OTBETe  JonylleHa €J1bHO
cywecTBeHHasi owmnbka, unm B oteeTe coaepxmutcs 30 - 60% HeobxoaMMbIX
CBeOEeHU, OTBET HECBA3HbIN)

«YMeTb» M «Bnapetby»: BbINONHEHbl 6a3oBble TPeOOBaHMA K BbIMOTHEHWIO,
opopMnEeHMIO U 3awuTe oT4veTa. VmewTcss OOCTAaTOYHO CYLIECTBEHHbIE
3aMeyvaHus 1 HepocTaTku, Tpedylolwme 3HaAYMTENbHLIX 3aTpaT BPEMEHM Ha

ucnpasneHue.
3HaTb: pesynbTaT, codepXallMh HenosnHbl npaBWMbHbIN OTBET (CTeneHb - Heydoenemeop
nonHoTel otBeTa — MeHee 30%), HenpaBurbHbIN OTBET (OTBET HE MO CyLeCcTBY umersibHO

3a,D,aHMH) unn OTCcyTCTBMEe OTBeTa, T.e. OTBET, He COOTBeTCTByIOIJ.I,VIﬂ
NOJTHOCTbIO Tpe6OBaHVIF|M Kputepu4.

«YMeTb» u «Bnagetb»: Tpe6OBaHVIFI K HanmMcaHuo 1 3awwmte otyeTa. Mimetrotca
MHOIo4nUCIeHHble CyuleCTBEHHbIe 3amMedaHud W HeOdoCTaTkKu, KOTOpble He




|_ MoryT 6biTb MCMpaBMeHbi. | | |

20.3 ®oH[ 01LIEeHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PeKOMEHyeMbIii /151
NPOBe/leHUsl IMAarHOCTHYECKUX padoT

OrlK-4.1. CnocobeH opraHuM3oBbIBaTh 3awMTy MHGOPMaLUM B KOMMbIOTEPHbBIX CUCTEMaX M ceTax (Mo
obnactam npumeHeHus)

OlK-4.1.1 3HaeT OCHOBHble Yyrpo3bl ©e3onacHoCTM WHOpPMaLMM M MOAENU HapywuTens B
KOMMbIOTEPHBIX CUCTEMAX U CETSX;

OrllK-4.1.2 3HaeT coOBpeMeHHble MeToAabl, CpeAcTBa M Mepbl MO 3awute wHdopmauum B
KOMMbIOTEPHBIX CUCTEMAX U CETSX;

OlK-4.1.3 cnocobeH mMcnonb3oBaTb $3blKM U CUCTEMbI MPOrPaAMMMUPOBAHUS, UHCTPYMEHTarnbHblEe
cpeactBa npu obecnevyeHun 3awmnTbl UMHGOPMaUMM B KOMMBIOTEPHBIX CUCTEMAxX MpU  peLLeHUn
pasnnyHbIX NPodeCcCMoHarbHbIX, UCCNEea0BaTENbCKUX U MPUKNagHbIX 3a4av;

OlK-4.2. CnocobeH aHanuanpoBaTb 3aLUULLIEHHOCTb, MPOBOAUTL MOHUTOPUHI, ayauT U KOHTPOSbHbIE
NpoBepkM paboTOCMOCOOHOCTM M 3ALULLEHHOCTM KOMMbIOTEPHBIX CUCTEM U ceTen (nNo obnacTtam
NPUMEHEHWS)

Or1K-4.2.2 3HaeT Ha3Ha4YeHne U OCHOBHbIE 3afaun ayauTa, MOHUTOPUHIA U KOHTPOSbHbBIX MPOBEPOK
YHKLMOHMPOBAHMSA U 3aLLMULLEHHOCTU KOMMBIOTEPHBIX CUCTEM U CETEW;

Orl1K-4.3. CnocobeH paspabartbiBaTb M aHanNu3anpoBaTb KOPPEKTHOCTb MOMUTUKMA MHAOPMAaLMOHHOWN
6e30nacHOCTM KOMMbLIOTEPHBLIX CUCTEM U ceTel (Mo obnacTsM NpUMeHeHUs )

OlK-4.3.1 3HaeT meTtogbl Mo obecneyeHnto WMHGOPMaUMOHHON Ge30MacHOCTU KOMMbIOTEPHbIX
CUCTEM U CeTel C UCMONb30BaHNEM NONUTUK Ge30nacHOCTH;

OlK-4.3.2 3HaeT HOpMaTMBHO-NPaBOBblE WU METOAMYECKME AOKYMEHTbl B obnactu paspaboTku
nonuTMK 6€30MacHOCTM KOMMbIOTEPHBIX CUCTEM U CETEN;

Or1K-4.3.3 cnocobeH paspabartbiBaTb popMaribHble MOAENU MONUTUK 6e30MacHOCTU M NONUTUKK
yrnpasneHnss 4ocTynoMm, popMmmpoBaTb NOAUTUKY MHGOPMAaLMOHHOM 6e30nacHOCTM, aHanu3npoBaTb ee
KOPPEKTHOCTb, OpraHun3oBbiBaTb W NOAOEPXMBaTb BbINOMIHEHWE KOMMMekca Mep no obecneyvyeHuto
MHAOPMaLIMOHHOM ©6e30MacCHOCTY KOMMbIOTEPHBIX CUCTEM U CETEN;

OlK-4.3.4 BnageeT HaBblkaMu yNpaBfieHNs NpoLecCcoM peanu3auun NoanTUKM MHAPOPMaLNOHHON
6€e30MacHOCTMN KOMMNbIOTEPHBIX CUCTEM N CETEN, OpraHM3aummn 1 NogaePKaHUSA BbINOMHEHUS KOMMNIeKca
Mep no obecneyeHnto MHpoPMaLMOHHON 6e30MacHOCTM BbIYUCITUTENbHBLIX CUCTEM;

OrllK-4.3.5 cnocobeH MpUMEHATb MpOrpaMMHbleE CpeacTBa MNPUKNAQHOMO, CUCTEMHOIO U
crneumanbHOro HasHayeHust Npu paspaboTke 1 aHanu3e NoNMTUKN MHAOPMAaLMOHHOM 6e30NacHOCTY;
MK-1. CnocobeH npoBoauTb aHann3 TpeboBaHMA W BbINOMHATL PaboTbl MO MNPOEKTUPOBAHUIO
NporpaMMHbIX M annapaTHbIX KOMMOHEHT cucTemMbl 6€30NacHOCTU KOMMbIOTEPHbLIX CUCTEM U CETEN, B
TOM YUCIIE C UCMONb30BaHNEM COBPEMEHHbLIX METOA0B U CPEACTB 3aLnTbl UHpopMaumm

MK-1.3 ncnonb3yeT NpUHLMMNbI KOMMNEKCHOW pa3paboTku npasun, npoueayp, NpMeMoB U METOAOB,
npv co3gaHnmM cpeacTB 3alnTbl MHGOPMaLUK, B TOM YACIE C UCMOSTb30BaHNEM COBPEMEHHbLIX METOA0B
N cpeacTe pa3paboTkn nporpammMHoOro obecneveHms;

MK-1.4 npoBOAMT OLIEHKY COOTBETCTBUSI MEeXaHM3MOB ©6e30MacHOCTU KOMMbIOTEPHOW CUCTEMDI
TpeboBaHMAM HOPMATUBHbIX OKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM pUCKaM;

MK-2. CnocobeH npuvHUMaTb yyacTue B IKCNEpPTU3Ee U aHanu3e yA3BMMOCTEW, Yrpo3 M MHLUMAEHTOB
NHOpMaLMOHHOM 6€30NacHOCTU B KOMMNBIOTEPHbBIX CUCTEMAX U CETAX

MK-2.1 npumMmeHsieT 9SddeKTMBHbIE MeToAbl W CpeAcTBa MMaHMpoOBaHMA U OpraHmsauumu
nccneaoBaHuin n paspaboTku;

MK-2.2 cnocobeH NpoBOAUTbL aHanNU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeaeneHns ypoBHSA
3aLlMLWEHHOCTM 1 AOBepus € nocnegyowmm obobueHmnem n obpaboTkon nHdopmauumn, nonyyeHHoOn B
XO[e uccrneaoBaHui;

MK-2.5 npoBoauT TeopeTMyeckue W nNpUKNagHoe wuccnefoBaHWe YPOBHEN 3alUULLEHHOCTU
KOMMbIOTEPHBLIX CUCTEM U CETEMN;

MK-3. CnocobeH yvactBOoBaTb B paboTax MO MNPOEKTUPOBAHWUIO CUCTEM 3aliuTbl UHGOPMaLMM B
KOMMbIOTEPHbIX CUCTEMaxX W CeTsaX Npu peweHun npodecCuoHarnbHblX, WCCNeaoBaTENbCKUX U
NpyKnagHbIX 3agay

MK-3.4 cnocobeH npoBoguTb aHanuM3 1 dopManu3auuio MNocTaBfeHHbIX 3agady B obnactu
6€e30MacHOCTN KOMMNbIOTEPHbBIX CUCTEM U CETEN;

MK-3.5 BbINONHSAET NPOBEPKY YCTONYMBOCTU MNPUIOXKEHUA K BHELUHEMY HECaHKLMOHMPOBAHHOMY
AOCTyny, B TOM 4ucre MpoBepka YCTOMYMBOCTU BeO-NPUNOXeHWW K atakam, NpUMeHeHue cpeacTs



KOHTpons 06e30nacHOCTW, YNpaereHMe Kpuntorpaduyecknmmn cpencrteamMy, a Takke opraHmsaumsi
MeponpuaTUn No obecneyeHnto knbepbesonacHOCTH;

MK-3.6 cnocobeH y4yacTBOBaTb B MPOEKTUPOBAHMM CUCTEMbI 3alUTbl MHAOPMAUUN U NOACUCTEM
MHOPMaLMOHHOM 6e30MacHOCTU KOMMbIOTEPHOW CUCTEMBI.

Bonpochl ¢ BapuaHTaMu OTBETOB

1. Kak HasbiBaeTca cnoco® 3awuTbl MHopmaumm OT yTeykn 4Yepe3d [MOMWUH, ocHoBaHHbIM Ha
nokanusauun 3reKTpoOMarHUTHOM SHepruM B onpefeneHHOM MpPOCTpPaHCTBE 3a CYeT orpaHuyeHus
pacrnpocTpaHeHns1 ee BCEMU BO3MOXHbIMK criocobamn?

— 3KpaHupOBaHMe;

— noJaBsneHue;

— 3awymneHue.
2. CtaHgapt GSM ucnonb3yeT ynnoTHEHWE KaHasoB:

— YacTOTHoOe€;

— BpEeMEeHHoe€;

— KopoBoe.
3. dyHKUMOHanNbHOCTL Be3onacHOCTU onpedenseT oxuaaemyo paboty mexaHusmoB GesonacHocTu, a
rapaHTuu onpeaensiioT:

— BHegpeHue ynpaeneHus mexaHnamamm 6e3onacHoCTu

— Knaccudwmkaumo gaHHbIX Nocre BHEAPEHNS MEXaHM3MOB 6e30nacHOCTH

— YpoBeHb goBepus, obecneunBaemMbii MEXaHU3MOM 6e30MNacHOCTH

— CooTHoweHue 3aTpaT / Bbirog
4. ['oe NpMMeHsITCA cpeacTBa KOHTPONSA ANHAMUYECKOW LLENOCTHOCTN?

— aHanuse noToka ¢pMHaAHCOBbLIX COOOLUEHNI

— 0bpaboTke AaHHbIX

— NPV BbISABIIEHUN KpaXu, Ay6NMpoBaHMA OTAeNbHbIX COOOLEeHUI
5. OTKpbITOCTb ANA U3MEHEHMs U AononHeHus mep obecneyeHns 6e3onacHOCTU MHOpPMaLMK - 3TO
obwee TpeboBaHve Kk 3awmte uHPopmauun (1) wunu TpeboBaHue, NpeabSABNAEMOe K CUCTEME
6e3onacHocTn uHopmaumm (2), unu ycnosme, KOTOPOMY OOSDKHA YAOBMETBOPSATb CUCTEMA 3aLUUTHI
nHpopmaumm (3)?

- ().

- (2.

- ().

— Hw ogHO 13 3TnX NnoHATUN.
6. KomnnekcHocTb - 9TO0 00wwme TpeboBaHna K 3awmrte uHgopmaumm (1) wunu TpeboBaHue,
npeabsBnsemMoe K cucreme 6e3onacHoCTM WHdopmaumm (2), unuM ycrnoBue, KOTOPOMY [OSKHa
yOOBNETBOPATL CUCTEMA 3aLMThbl MHopmaummn (3)?

- (D).

- (2.

- (3.

— Hun ogHO 13 3TNX NOHATUN.
7. PacnonoxuTe B nopsiake cnegosaHue mogenu OSI tunbl aTak

— DNS Sniffing;

— ARP Spoofing;

- XSS.
8. AnseTca nu cuctema obHapy>KeHUs1 BTOPXKEHWUIN aKTMBHBIM KOMMNOHEHTOM MO 3aLumTe OT yrpo3?

- Aa;

9. Pe3ynbTaTbl NpoBeAeHUs ayauta noapasnensioTces Ha:
— OpraHusauuoHHble

— TeXHuYeckue
— nporpaMmMHble
— MeTopgorornyeckue



10. OueHka puckoB ans UC npon3BoaMTCA C NOMOLLLIO CreayroLWmX WKan:

KONM4YeCTBEHHOW

norapudmmyeckon

KayeCTBEHHOWM

MaTpUYHON

11. KoHTpOnb M Hag3op 3a BbIMNOMHEHMEM OPraHU3auuOHHBIX U TEXHUYECKMX Mep no obecneveHuto
6e30nacHOCTN NepcoHanbHbIX OaHHbIX, Npu obpaboTke nepcoHarnbHbIX AaHHbIX B rOCYyA4apCTBEHHbIX
NH(POPMAaLIMOHHbBIX CUCTEMAX OCYLLECTBIIAIOTCS:

— @CT3K Poccuu u ®Cb Poccuu;

— OCTO3K Poccum 1 opraHamm PockomHagsopa;

—  ®CB Poccun n opraHammn PockomHagsopa.

12. Kako HopMaTUBHbIN aKT ABNAETCA OCHOBHbIM B chepe perynmpoBaHus SNeKTPOHHOW noanncuy:
denepanbHbi 3akoH Ne1-d3 o1 10.01.2002 «O6 aneKTpoHHOM LMdpOoBOM NOANNCUY;

— ¢hedeparnbHbil 3akoH N263-®3 om 06.04.2011 «O6 3siekmpoHHOU nodnucu»;

— noctaHoBrneHue [MpasutensctBa Poccunckon depepaumm Ne 111 ot 9 deBpans 2012 r. «O6
9NEKTPOHHOW nNoAMnucK, MWCMONb3yeMON OpraHamn WCMNOMHUTENbHOM BRNactTu W opraHamu
MECTHOro camoynpaBfeHuns Npy OpraHn3aumm 3NeKTPOHHOro B3aMMOAENCTBUSA MexXay cobom».

13. Bpewms, s3aTtpadnmBaemMoe anroputMoM AN pelleHnsa 3agadvn, paccMaTtpuBaemMoe Kak dyHKUuA
pasmepa 3agauv Unm Konu4ecTBa BXOAHbIX AaHHbIX, — 9TO:

— a) BpeMeHHas CIIOXXHOCTb;

— 0) BpemMsi BOCNpOM3BEAEHMS anropuTtma;

— B) BpeMms pelleHust anroputma.

14. OTcyTCcTBME W3MEHEHMMA B MEepedaBaeMov UNU XpaHUMOM MHAOPMaUUM MO CPaBHEHUIO C ee
NCXOHOW 3anuncbto — 3TO:
— a) UenocCTHOCTb;
— ©) eanHcTBO;
B) CUHTE3;
— I)nonHoTa.
15. K nonuandaBuTHbIM Wnpam OTHOCATCS:
a) wndpp Mnendpepa;
—  0) wudp Xvnna;
B) wudp bodopa;

— r) BCe nepeyucrieHHble wnudpbl.

16. YkaxuTe npaBunbHbIA KMAOY peecTpa, Nepeknovatowmi ynpaesneHne astosanyckom Ha INI dpann
DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Ini-
FileMapping\Auto

— run.inf = @SYS:DoesNotEXxist

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoftt\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

— f=USE %DoesNotEXxist%

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

— = USE %DoesNotExist.INI%

17. PasroBOpHbIN TpaKT yCcTpaHseT:
—  WyMbI;
—  UCKaXeHus;

— MeCTHbIN achdekT
18. dnddepeHumnanbHbIn KpUnToaHanma OTHOCUTCS K aTakaM:
a) Ha ocHoBe wudpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
¢) Ha ocHoBe noao6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTUBHO NOAOOPAHHOrO OTKPLITOrO TEKCTa



19. Cnocob6 3awwmTbl MHPOpMaLMK, NPY KOTOPOM KOHKYPEHT BBOAUTCA B 3abnyaeHne OTHOCUTENbHO
OEATENbHOCTU N HAMEPEHUI:
1. kognpoBaHue
2. kpuntorpadus
3. ynpaBneHve
4. MacKMpoBKa*
20. Mepeuncnnte Bnabl ANEKTPOHHON NOAMNUCHK:
a) NpocTas, CroXxHasi, KOMOMHMPOBaHHas;
6) npocTas, KBanuruMpoBaHHas, CroXHasi;
8) npocmasi, keanughuyupoeaHHasi, HeKkeanuguyupoeaHHasl.
21. NpeHTudurkaumsa aTo:
a) npouecc npeabsBreHnst nonb3oBaTenem naeHTuuKkaTopa;
6) npouecc NOATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npedbsiesIsieMbix UOeHmMuguKkamopoe C [epeyHeM [PUCBOEHHbIX
udeHmughukamopos.
22. Kakyto ponb nrpatoT LLEeHTPbl cepTUMKaLmmn KIoYen:
a) OHM WurpalT poNib OOBEPEHHOW TPETbEM CTOPOHbI ANs OoKasbiBaHUS dakTa nepegaqu
nHdopmaumu;
6) OHu cnyxam Ons pesucmpayuu aboHeHmMoOe, uU320MOBJIeHUsI cepmugukamos
OMKpPbIMbIX K/IHOYel, XpaHeHuUsi U320MoeJIeHHbIX cepmugukamos, noodoepxKaHusi
8 akmyaslbHOM COCMOSIHUU CrpaeoYyHuUKa delicmeyrouwux cepmugukamose u eblnycKa
crucka ocpo4YHO OmMo38aHHbIX cepmughukamos;
23. Mogensmu Tvna «4epHbIn AWKK» ABMASOTCS
a. Mogenu mbllwnexHus
b. Mogenu, onucebiBawLWme 3aBUCMMOCTb MapaMeTpoB COCTOSHUSA obbekTa OT BXOAHbIX
napameTpoB
c. Mogenu, onucbiBaowme BXxOAHble U BbIXOAHble MapameTpbl Ob6bekTa 6e3 y4eTta
BHYTPEeHHeMN CTPYKTYpbl 06beKkTa
d. Mogenu «aBapurHOro» fLLnKa Ha camoneTax
24. Mogenamm Tvna «Benbin ALWWK» ABMNSOTCA
a. Mogenu mbilwneHus
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPoOB COCTOAHUA OOBbEeKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onuceiBaloLme BXOAHbIE U BbIXOAHbIE NapaMeTpbl 06beKkTa C y4eTOM BHYTPEHHEWN
CTPYKTYpbl 06beKTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NpOrpaMve
25. Kakune 13 nepeyvmcrneHHbix Kubepyrpos siBMsTCA KINHYeBbIMU Ha brimxkanwee byayuiee? Buibepute
BCe NpaBusbHble OTBEThI.
— YcrpownctBa loT Kak nnowaaka gns peanusaumm atak
— Cnam
— TMporpammbli-BbiMoraTenu
— Criminal-as-a-service (nepexoa kM6epnpecTynHUKOB Ha CEPBUCHYIO MOoAesb)
— [lporpaMmbi-LLNNOHBI
— «[lpuspakn wuHTepHeTa npowsioro» (yrpo3bl OT YyCTapeBLIero MnporpaMMHOro u
nporpaMMHo-annapaTHoro o6ecne4yeH1s, KOTopoe HaxoAUTCA B UHTEPHeTe)
— [porpammbl-ManHepsbl
—  CKMMMUHT
26. Y10 Takoe HeCaHKUMOHMPOBAaHHBIN JOCTYN (HCA)?
1) JocTyn cy6beKkTa K 06 beKkTy B HapyLleHue yCTaHOBINEHHbIX B CUCTEME npaBun
pasrpaHuyeHus gocTtyna
2) CospgaHne pesepBHbIX KOMWI B OpraHn3aunm
3) MpaBwnna n nonoxeHus, BoipaboTaHHbIE B OpraHn3auumn gnga obxona naposibHON 3aluTbl
4) Bxopg B cuctemy 6e3 cornacoBaHunsi C pykoBoAUTENEM OpraHm3aunm
5) YaaneHue He HyXHOW nHdopmaumnm
27. B yem 3akno4yaeTcsl OCHOBHasi NpudmnHa notepb MHopMaumn, cesasaHHom ¢ MNMK?
1) ¢ rmo6arnbHbIM X1LWweHnem nHgopmauum
2) C NOsIBNIEHNEM UHTEPHETA
3) c HepocTaToO4YHOM OOpPa3oBaHHOCTLIO B 06nacTM 6e3onacHoOCTU



28. lNMpoTokonupoBaHne U ayauT MOryT MCMNoNb30BaThCA AN4:

(1) npegynpexaeHus HapyweHun b

(2) o6HapyxeHUAa HapyLUeHNn

(3) BOCCcTaHOBMNEHUA pexuma UB
29. AyTeHTndUKaunMs Ha OCHOBE Napons, nepeaaHHoro no CeT B OTKPbITOM BuAE, Nnoxa, NoTOMy YTO
He obGecneunBaeT 3aLLmTbl OT:

(1) nepexBaTa

(2) BOCNpOM3BeaeHus

(3) aTak Ha BOCTYNHOCTb
30. Kakne TexHu4eckme cpeactasa MoryT 6bITb MCNONb30BaHbI A8 JoKa3aTenbCTBa BUHbI YernoBeka?

(1) »xypHanbl goctyna

(2) bBnomeTpnUeCcKne Kn4mn

(3) BUpeoHabngeHue
31. CBepTo4HOE KOOMPOBaHME

OTBeT: pn CBEPTOYHOM KOAMPOBaHUWN Npeobpa3oBaHue MHMOPMAaLMOHHbBIX NOcneaoBaTeNibHOCTEN
B BbIXOAHbIE W KOOOBbIE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO KoAa COOEPXKUT
CABUraloLLMi permcTp u3 m paspsgos U CymmaTopbl N0 MOAynto 2 ansa obpasoBaHmsi KOOOBbLIX CUMBOJIOB
B BbIXOOHOW MocneaoBaTeNnbHOCTU. Bxoabl cymmaTopoB coefuHeHbl ¢ onpedenéHHbiMU paspsgamum
perncrtpa. KommytaTtop Ha BbIxoAe yCTaHaBnMBaeT 04epeaHOCTb MOCHINKN KO4OBbIX CUMMBOSOB B KaHan
CBA3WN.
32. [1na Kakoro NCTOYHMKA OTKPbITbIX TEKCTOB BEPOSTHOCTU NOSIBNEHNS K -rpaMM B TEKCTE 3aBUCAT OT UX
MecTa B TekcTe?

OTtBeT HectaumoHapHbIN
33. Kakasg kpuntoaTaka OCHOBaHa Ha 3HaAHWM OTKPbLITOrO TeKCTa ANns ChyyawHblX (parMeHToB
wndppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepuun n wkanbl oueHnBaHus 3agaHn ®OC:

[ns oueHMBaHUA BbINOMHEHWS 3a4aHWI UCnonb3yeTcsa bannbHas Wwkana:

1) 3akpbITble 3a4aHus (TECTOBbIE C BApUaHTamMm OTBETOB, CPeHUIN YPOBEHb COXHOCTK):
— 1 6ann — ykasaH BEpPHbI OTBET;

— 0 6annos — ykasaH HeBepHbI OTBET (MOMHOCTLIO UMW YaCTUYHO HEBEPHbIN).

2) oTKpbITbIE 3a4aHUs (TECTOBbIE C KPATKMM TEKCTOBLIM OTBETOM, MOBbILLEHHbIA YPOBEHb CITOXHOCTH):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — yka3aH HeBepHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

3apaHusna pasgena 20.3 peKOMeHAYHTCA K UCMOSIb30OBaHUIO NPU NpoBeAeHNN OUarHOCTUYECKNX
paboT C Lenbl OLEHKU OCTaTO4YHbIX pe3yNnbTaTOB OCBOEHUS AAHHOW AUCLUNIIUHBLI (3HAHWUW,
YMEHWUH, HaBbIKOB).



